



INTRODUCTION
Over the last decade, the Nigerian telecommunications industry has emerged as the leading voice telephony market in Africa in terms of growth in subscriber base, revenue and telecommunications infrastructure. From less than 400,000 active lines in 2001 and a largely unsuccessful incumbent operator grappling with an unimpressive tele-density rate below 2% of the then population, the sector has, by NCCs recent data, evolved into significant contributor to the Nigerian economy (now responsible for close to 4% of the GDP) with an active connected lines reaching 90 million subscribers as at April 2011, and tele-density close to 65%. 
The phenomenal growth is largely due to radical regulatory and policy reforms that saw the emergency of a quasi-independent regulator. This then ushered sector stability and attendant investor confidence, which led to abundant inflow of requisite foreign direct investment that provided financial lubricant required to sustain growth in mobile telephony infrastructure and services deployment in Nigeria. Such evolving regulatory trend supported series of economic regulations and determinations seeking to promote further competition, particularly in the voice telephony market (mobile, and to a lesser extent fixed), evident in improved availability, affordability and quality of services to the Nigerian consumers
In 2000 and 2006 when SAT-3 was operated solely by NITEL, internet penetration within the country was below 0.1% however upon entrance of Suburban, a Next Generation Carrier, licensed to provide International Data Access services who was able to enter a partnership agreement with Benin Telecom in 2007 and successfully built an in-land fiber network into Benin Republic and connect into Benin Telecom’s SAT3 landing station, the partnership resulted in Suburban increasing the available international bandwidth in Nigeria over fibre from the approximately 300megabits being supplied by Nitel to approximately 2.8gigabits
.The influx of Submarine fibe optic cables in Nigeria  has revolutionized global telecommunications .such that fiber optic cables have replacedcopper, coaxial, radio and VSAT as the number one mode of high speed data transmission. These cable systems bring in the potential of delivering fast and affordable international connectivity at speeds far in excess of what was previously available in the market via the NITEL SAT-3 submarine cable system. 
In preparing this report, an indepth study of the challenges faced by a submarine cable operators (particularly Main One Cable Company) was extensively  researched to give an insight from the operator’s perspective on the benefits and  challenges currently faced by them as an operator. The Main One system has been in Operations since july, 2012 and terminates 1.92Tbps international connectivity capacity into the shores of Nigeria. This volume of bandwidth is by all means sufficient to drive quality broadband services across Nigeria in multiple folds from what it is today. Besides, Main One has significantly driven down the prices of international connectivity services in Nigeria by approximately 90% reduction from the time of its launch. its price per megabit is currently as low as $230 in a market where bandwidth was sold by the incumbents for as high as $2500 per megabit, only a few months prior to the advent of the Main One System. In addition, service quality has remained unparalleled with 100% uptime since the system became operational
There is no doubt that that with the services currently being provided by Main One cable, the Nigerian broadband market has the potential to grow both in the number of consumers, breadth of applications, and in the speed and ease of access. The geometric growth of the market in the last 10 years has proven the product and service appetite for activities such as mobile TV, social networking, download of music and video files and other bandwidth consuming applications as well as an increasing amount of business activities now being conducted by end users on their broadband connections, utilizing mobile devices, desk and laptop computers. 
Beyond these end user applications, industry use of broadband services is also emerging with developments in e-commerce solutions and products such as mobile banking and e-payment platforms, all of which are slowly emerging as a growing dependence on online mediums of commerce and industry evolves.Broadband is a critical driver for economic development. Broadband Internet and communication services usher a next generation of applications that greatly transform the capability for users. In the delivery value chain International submarine cables serve as the first and most important link. Proper management of this critical infrastructure is paramount in order to successfully reap the benefits. Similar to national ICT policy frameworks, policy frameworks for protecting and incentivizing submarine cable systems are of paramount importance, given, the fact that demand for data traffic is on the rise, the move to IP NGN  and telecom operators are amidst a self-imposed capacity-expansion spree to deal with high network loads. Their reliance on the submarine industry, ultimately defines survivability.

EVOLUTION OF SUBMARINE CABLES
· Before mid 1950s: telegraph cables carried just a few hundred words per minute
· Mid 1980s: submarine coaxial cables could carry up to 5000 telephone channels
· 1988: 1st transoceanic fibre-optic cable [TAT-8] had capacity equivalent to 7680 telephone channels
· 2001: some transoceanic fibre-optic cables had the ability to carry up to 30 million telephone channels
· 2011: Capacity continues to grow. The international submarine cable network provides one of the most important infra structural foundations for the development of whole societies and nations within a truly global economy.
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Figure 1: Change in Technology and Capability

SIGNIFICANCE OF SUBMARINE CABLES
The submarine cable systems have been and, in relation to the current broadband growth, continue to be a critical component of the world’s overall telecommunications capability and capacity. More than ninety-percent of the world’s electronic communication is carried out via submarine fiber-optic cables. 
Fibre-optic submarine cables:
· transfer large volumes of telecommunications traffic with speed, reliability & security
· are very cost effective for major routes such as those between into Europe, SE Asia, USA and across the Africa
· Provide quality communications without the delays that are associated with satellite systems.
These facts sufficiently illustrate the extent of dependency that communications networks have on the submarine industry, and the fragility in cross-border submarine communications that, at best, must be respected and protected. For the common man, e medicine and e-learning will translate to more effective and efficient health care services system, eliminating unnecessary cost and stimulating improved access to qualitative treatment, and improved learning and research materials.  For government, broadband services that supports e-governance will create invaluable productivity levels in public administrative functions, help government save cost that can be properly directed toward infrastructure development, help achieve the elusive national identity database that will also aid national planning and implementation, and help improve quality of lives in rural areas, which generally reduces urban migration and infrastructural pressure in city dwellings and support true nation-wide socio-economic development.

Government Recognition of Submarine Infrastructure
In Nigeria, there is no known agency that have been identified as solely responsible for protection of submarine cable, NCC grants licence, NPA grants survey and installation permit, NIMASA needs  to be notified of works that are carried out undersea, which agency  is directly responsible for submarine cable infrastructure in Nigeria, it is not clear cut.
However, In Austrialia, 
· Australian Government formally recognizes importance of submarine cables
· Protection zones designated for Southern Cross & Australia-Japan cable systems
· Zones are 3.7km wide & run to 2000m water depth
· High risk operations banned & low risk activities restricted.
· Criminal penalties up to $A330,000 and/or 10 years prison term 

CABLES AS CRITICAL INFRASTRUCTURE
An emerging trend is for states to treat international cables in national maritime zones as critical infrastructure that deserves strong protection to complement traditional international cable law. In that vein, Australia, consistent with international law, has legislated to protect its vital cable links by creating seabed protection zones that extend out to 2,000 m water depth. Bottom trawling and other potentially destructive fishing practices, as well as anchoring, are prohibited inside these zones. Three international cables carry around 99 per cent of Australia's voice and data traffic and in 2002 were worth more than AU$5 billion a year to the country's economy (Telecommunications and Other Legislation Amendment (Protection of Submarine Cables and Other Measures) Act 2005; proposed regulations for sub marine cables off Sydney, New South Wales (August 2006)). 
New Zealand has also enacted legislation that established no-fishing and no-anchoring zones around cables (Submarine Cable and Pipeline Protection Act (1966)). The trend is expected to continue because most nations depend on cables for participating in the global economy and for national security, e.g. the United States relies on cables for over 95 per cent of its international voice and data traffic, only 7 per cent of which could be carried by satellites if the cables were disrupted (Burnett, 2006). These developments sometimes go hand in hand with conservation, as restrictions on trawling to prevent cable damage can also provide direct benefits for bio diversity by protecting vulnerable seabed ecosystems and species such as corals and sponges (CBD, 2003).
A submarine cable is designed to protect its information carrying parts from water, pressure, waves, currents and other natural forces that affect the seabed and over lying waters. Most of these forces change with depth.  Temperatures become colder, pressure increases and wave effects lessen, but strong current action can occur at any depth. There are also the impacts of human activities, most notably fishing and shipping.. Every day, thousands of fishing vessels, merchant ships, oil rigs, dredgers, and recreational and research vessels ply the world’s oceans. In most cases, their crews are unaware of the thousands of kilometres of submarine cables that lie on and under the seabed, carrying telephone calls and internet data that are a vital part of our world.
The cables, however, are sometimes affected by these activities. Every year, around 100–150 cases of cable damage are reported. Although some damage is from natural causes  most is caused by humans . When we consider the global scope and intensity of fishing, maritime transportation, hydrocarbon extraction, marine research, dredging and dumping, this is not surprising.

Although interaction between cables and human activities may seem inevitable, there are many reasons and ways to minimize it. A cable failure can cause severe disruption of international communications. In July 2005, such a break interrupted the majority of voice and data transmission into and out of Pakistan .

Restoration of communications by satellite was insufficient to handle the traffic volume. The effects were felt by businesses, government and the general public of Pakistan for more than 10 days before the link was restored. In spite of extensive warnings from cable companies, there are still occasional cases of fishermen hauling cables to the deck and cutting them, risking damage and injury not only from the weight and tension on the cable, but also from the electricity used to power the repeaters .
Virtually every cable failure carries a high cost for restoration of service and repair, which must eventually be passed on to users of telecommunications services. Cable ships are kept on standby around the world, ready to respond at short notice, sail to the site of the damage and conduct repairs under all of the challenging conditions the ocean can offer.

In Nigeria, an outage on the submarine cable due to ships anchor in May 2009 crippled major business operations in the country at a time when 70% of the nation’s bandwidth was provided by Suburban via its partnership with Benin Telecom. Repercussion from the outage ran over a $70m. Recently in July 2012, another major outage occurred on two of the three submarine cables. Various submarine cables  in Nigeria are currently terminated along the coast of Lagos off the Atlantic Ocean. Three submarine cables (Main One, WACS and Glo 1) are in the area around the Lekki peninsular axis (within a few kilometers of one another) and the SAT III cable is terminated around the Lagos Island (Marina) area.  Based on reports of the recent cuts, most of these incidents occur around a few nautical miles off the Lagos coastline, and were caused by shipping activities of vessels traversing the area. The major risk posed by vessels includes anchoring or dropping fishing gear, which when pulled could snag cables. 
When submarine cable damage occurs, cable repairs take between 2 to 4 weeks or more as the repair ships are usually sourced offshore, and relevant permits needs to be procured to ensure that the vessel is able to enter the territorial waters of Nigeria, thereby extending the lead time to repair.  Whilst cost of repair is usually estimated to reach   hundreds of thousands of dollars, aside the primary consequences of loss of services to customers and potential national security issues, since these cables connect the country to the rest of the world and could all be out at the same time.

International case studies include: 
1. Boumerdes (Algeria) Earthquake: 21st May, 2003.                              5 Telecommunications cables were extensively damaged. Damage repairs ran over $100m. 
· All Algerian voice, mobile & Internet traffic disrupted
· Major interruption of Middle
· East and European traffic
· Interruption of general communications, banking & commerce
2. Vietnam – human activities, March 2007. Mistaken for coaxial cables and recovered for scrap without the cable owners’ authorization. Repercussions include:
· Internet delays continued until cables repaired 3 months later
· Criminal prosecutions - No official report published, however there have been press reports
· Claims for compensation
· Public education on significance of submarine cables started 
3. Kenya – Ship Anchor, February 2012. The East African Marine System (TEAMS) fibre-optic undersea cable cut has severely disrupted East Africa's high-speed internet services after a ship dropped its anchor onto the cables in the Kenyan coastal city of Mombasa. Eight data operators have been affected


Source: Tyco Telecommunications & Global Marine Systems

MARITIME ACTIVITIES AND CABLE FAULTS
The number and the intensity of maritime uses have increased dramatically and will continue to do so in the future. Proactive protection of submarine cables starts with survey and route selection. A key part of route selection is the identification and understanding of marine geopolitical boundaries that a proposed route may encounter. Access to databases such as Global Maritime Boundaries (NASA, 2009) can prevent unnecessary passage through areas where geopolitical constraints could affect the application or permit to place and maintain a cable on the seabed.
Definition of these maritime boundaries is provided by the United Nations Convention on the Law of the Sea (UNCLOS) (Chapter 4). The extent to which any coastal state controls cable-related activities within its territorial seas and exclusive economic zone varies, and depends on the nature and geographical jurisdiction of federal, state and/or local regulations that enact the provisions of UNCLOS in domestic legislation. For countries that have not ratified UNCLOS, the focus is on existing domestic legislation.
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REMEDIATION SUGGESTIONS AND BEST POLICIES

In view of the foregoing and cable cuts experienced, main One cable company developed the following proactive measures: Cable Awareness Program which takes place yearly since the cable came into operations in 2010. The Cable Awareness program is used to collaborate with and enlighten relevant stakeholders on the inherent danger and potential threat to submarine infrastructures as a result of their activities or the roles they need to play to avert risk from such activities. These stakeholders include Nigerian Port Authority (NPA), Nigerian Navy and Hydrographic Office, Nigerian Maritime and Safety Agency, Department of Fisheries, Department of Petroleum Resources and Nigerian Trawlers Owners Association amongst others. In addition, the implemented systems that monitors and trigger alarms when vessels are within certain distance of the cable and have signed up to a cable maintenance program that cost over a million dollars every year (with Alcatel) to ensure that there is always a standby repair vessel ready to provide repair services to the system in the occurrence of any eventualities within a short lead time.

Despite these initiatives, submarine cables continue to face the risk of potential threats. Indeed Main One, once in the month of May and twice in July, 2012, was threatened by three (3) different vessels that were within the trigger zone of our cable route. 
Given these concerns, Main-One has engaged the key stakeholders, particularly the NPA, who exercises significant oversight over the activities of vessels and have agreed to ensure the safety of submarine cables in Nigeria. These include the following:
i- That the entire area within the Nigerian territorial water and the Exclusive Economic Zone (EEZ) traversed by the existing submarine cable through to the shore-end of the installations be designated Cable Protection and No- Anchorage Zone for all vessels traversing the area. In addition to this and where vessels are in distress and are required to anchor in the event of emergency within such designated area, they shall observe one kilometer distance from both sides of each submarine cable infrastructure for the purpose of anchoring. To achieve compliance, the cable routes of Main One, Glo 1, SAT III and WACS have been delivered to the NPA and the Nigerian Navy and hydrographic Office and is expected to be plotted by the NPA and circulated, via a Notice to Mariners, to all vessels locally and internationally, as well as their agents. 

ii- To enforce the measures in “i” above, the Nigerian Navy should have dedicate patrol ships that will man the Cable Protection/Non Anchorage Zones on a 24 hour daily, and 365 days basis to ensure strict enforcement of Cable Protection. The NPA should also install a Vessel Traffic Monitoring System in its port to enable it monitor and respond to reports of vessels anchoring near the cable. Whilst Vessels entering into the territorial waters of Nigeria should be required to turn on their VHF Radio for communications purposes.

iii- There should be special purpose zone marking buoys to notify or warn vessels of potentially hazardous or possibly sensitive zones

iv- That the NPA should provide the respective routes of the existing submarine cables in Nigeria properly delineated within the Cable Protection Non-anchorage zone to the United Kingdom Hydrographic Office (UKHO) for its inclusion in the UKHO’s nautical chart which is an international marine database subscribed by vessels for navigational purposes  

Regular workshops should be put in place by the NPA and all stakeholders to update both existing information and protection measures on the potential threats that vessel  and fishing activities can cause to submarine infrastructure and seek on going cooperation

In addition to the above, we further suggests that :
1. Emergency Procedures: Damage to submarine cables is inevitable. However, it is the repair processes that need to be made more robust and streamlined. This entails that all coordination efforts be synchronized, to communicate damage, promptly induce cable repairs, conduct investigation, and adopt standard operating procedures to prevent or mitigate similar occurrences in the future. In this respect, concerned government departments and the submarine cable industry need to work together. 
2. Emergency Contact Centers – such that ships/marine activities that have fouled or disrupted a network can call in to report quickly. This will enable the reduction of time to repair as well as hasten localizing the fault area.
3. Best Practices - Most of the larger companies operating in the submarine cable industry typically work to standards and quality management systems set by the International Organization for Standards under the ISO 9000 and ISO 9001 schemes. In addition, the International Cable Protection Committee (ICPC) publishes recommendations on key issues such as cable routing, cable protection and cable recovery that are available to anyone on request. Although their observance is not mandatory, these recommendations are designed to facilitate quality improvement and are often cited by third parties as examples of best practice in the industry (ICPC, 2009). Guidelines relating to submarine cable activities are also published by the Submarine Cable Improvement Group (SCIG, 2009) and the UK Cable Protection Committee (UKCPC, 2009).

INTERNATIONAL STATUS AND LAW FOR SUBMARINE CABLES
The importance of international communications to humanity has been recognized & enshrined in international law since 1884 however in the West African sub-region laws do not exist to safe guard submarine cables. The 1884 International Convention on the Protection of Submarine Telegraphic Cables (the Cable Convention), provides an international framework for the protection of cables crisscrossing the entire breadth of the bed of the world oceans and making landfall at various coastlines. 
Submarine cables are covered by the United Nations Convention on Law of the Sea (UNCLOS). The 1982 United Nations Convention on the Law of the Sea (UNCLOS), which is a framework convention, contains a number of provisions which incorporate the essential terms of the Cable Convention. These are mainly with regard to the right of States to lay submarine cables and pipelines; the breaking or injury of a submarine cable or pipeline willfully or through culpable negligence; and, indemnity for loss incurred in avoiding injury to a submarine cable or pipeline. They have a priority status under UNCLOS, particularly in international waters. Ships engaged in the laying or repair of submarine cables have protected status under rules of the sea.
UNCLOS provides:
· Freedom to lay, maintain & repair cables outside of a Nation’s 12 nautical mile territorial sea
· Obligations on Nations to impose criminal and civil penalties for intentional or negligent injury to cables
· Special status for ships laying & repairing cables
· Indemnification for vessels that sacrifice anchors or fishing gear to avoid injury to cables
· Obligations on owners with new cables that are laid over existing cables and pipelines to indemnify repair costs for any damage caused
· Universal access to national courts to enforce treaty obligations

CONCLUSION 
 We cannot over emphasize that submarine cable infrastructure are vulnerable to damage and breakage from geological & marine activities as well as being a highly conspicuous target for terrorist attacks, which can categorically wreak havoc on inter-regional and international communication systems.
Article 24 UNCLOS states that the coastal State may adopt laws and regulations, in conformity with the provisions of this Convention and other rules of international law in respect of protection of cables.  There is thus a need for UNCLOS stakeholders to ensure that existing submarine cable systems are protected around and beyond each regional country’s boundaries. 

Achieving such protection too would require a pan-regional collaborative and collective approach. Policy frameworks for governing how the submarine cable industry, or the ICT industry, in general, interacts with or is impacted by other industries operating in the seas Currently, no known laws exist that criminalize willful or accidental damage to the submarine systems in Nigeria

· Submarine fibre-optic cables underpin the global telecommunications network, the Internet and E-Commerce
· They carry >95% of all transoceanic voice & data traffic in an economic, fast & secure way without loss of quality
· Any disruption of the telecommunications network has huge economic, social & strategic repercussions
· The entire submarine cable network must therefore be regarded as Critical Infrastructure and given the highest standard of protection.
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