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PRIMAR S100 part 15 Data Protection



Digital Signatures
• An attachment to a digital file which is a unique 

representation of the file content and the identity of the file 
creator

• Provides authenticity, integrity and non-repudiation to 
files

• S-100 part 15 provides mechanisms for defining and
exchanging digital signatures with exchange set files



Digital Signatures - Requirements

• Uses a Private and Public key pair which is mathematically 
related to each other

• Private Key
– Only accessible for the signer and is used to generate the 

digital signature attached to the digital file
• Public Key
– Created by the signer and mathematically related to the 

Signer´s Private Key
– Used by the recipient to authenticate the signer and verify 

the digital signature attached to the file
• Public Keys are shared using Digital Certificates



Digital Certificate
• Provides a trusted infrastructure to 

exchange and verify a user´s public key
• Digital Certificate is a file which enables 

recipient to verify identity of user and 
safely access his public key

• Digital Certificate Issued by a trusted 
Certificate Authority which certifies the 
association of a user with a public key

• IHO operates as S-63 and S-100 
Certificate Authority

• Serial number
• User identity
• User public key
• Certificate

Authority
• Validity period
• Digital signature
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IEC authentication requirements 
• All data products/files sent to a vessel must support 

authentication (digital signatures) to increase cyber security
– S-100 part 15 provides the mechanisms to support

authentication
§ S-10X Product Specifications must define how Digital 

Signatures and if encryption is used
– S-63 only supports authentication of ENC cell and update 

files. 
§ Discussion in progress for authentication of other files….



PRIMAR S-10X Development Projects

• New S-100 Part 15 – Data Protection Scheme
– Defines recommended algorithms and data formats for 

encryption and digital signatures for S-10x products
• PRIMAR is developing S-100 based services
– Continue existing S-57/S-63 ENC services
– S-101 ENC distribution services
– Integrated dual-fuel S-57/S-101 ENC distribution services
– S-102 bathymetric data distribution services

• PRIMAR S-10X services will be protected and all 
files will be digitally signed



IHO S-100 Scheme Administrator Application
• PRIMAR S-101 project has developed IHO S-100 Scheme

Administrator application
– Verify Data Server Certificate Signing Requests (CSR)
– Create S-100 Data Server Digital Certificates
– Functionality to digitally sign IHO files

• Pre-requisite for anyone wishing to digitally sign S-10X
data files



PRIMAR S-100 Data Protection

• PRIMAR S-10X services will be protected and all
files will be digitally signed using S-100 part 15

• Internal testing
– Digital signatures S-101 and S-102 datasets
– Encryption S-101 and S-102 datasets
– Integrated dual-fuel S-57 and S-101 exchange sets



Data Protection Sample Data

• (Demo)
• Testing S57, S101 and S102 

services; integrated and/or 
separated

• Review of data structures in 
S100 part 15

• Inclusion of MD_ files in S101
• File naming conventions
• Use official IHO S-100 root

certificate
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Signature definition in 
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Permit Example



Follow-up activities

• Identified S-100 part 15 document improvements/ 
clarifications
– Detailed example data required

• Make verified testdata freely available (S-101, S-
102++)
– Current plan is to publish PRIMAR testdata on

Github until alternative IHO source is available
– Testdata mandatory for software developers to

develop support for S-10x products
• Provide data protection input to S-100 part 15,

S-101 and S-102 working groups


