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Digital Signatures PRIMAR'

0(«.

« An attachment to a digital file which is a unique

representation of the file content and the identity of the file
creator

* Provides authenticity, integrity and non-repudiation to
files

* S-100 part 15 provides mechanisms for defining and
exchanging digital signatures with exchange set files
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Digital Signatures - Requirements

bh.

PRIMAR'

Uses a Private and Public key pair which is mathematically
related to each other

Private Key

— Only accessible for the signer and is used to generate the
digital signature attached to the digital file

Public Key

— Created by the signer and mathematically related to the
Signer’s Private Key

— Used by the recipient to authenticate the signer and verify
the digital signature attached to the file

Public Keys are shared using Digital Certificates
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Digital Certificate

0(«.

PRIMAR'

* Provides a trusted infrastructure to
exchange and verify a user's public key |, Serial number \

» Digital Certificate is a file which enables |+ ser identity
recipient to verify identity of user and « User public key
safely access his public key e Certificate

+ Digital Certificate Issued by a trusted Authority
Certificate Authority which certifies the |« Validity period
association of a user with a public key [« Digital signature

« |HO operates as S-63 and S-100 of CA
Certificate Authority * ..
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Calculate \Decr t signature with
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If the calculated hashcode does not match the result of the decrypted
signature, the ENC is either changed after signing or was not signed with

sender private key (initial verification of public key is a separate process —
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IEC authentication requirements PRIMAR’

bh.

 All data products/files sent to a vessel must support
authentication (digital signatures) to increase cyber security

— S-100 part 15 provides the mechanisms to support
authentication

» S5-10X Product Specifications must define how Digital
Signatures and if encryption is used

— S-63 only supports authentication of ENC cell and update
files.

= Discussion in progress for authentication of other files....
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PRIMAR S-10X Development Projects PRIMAR

bh.

* New S-100 Part 15 — Data Protection Scheme

— Defines recommended algorithms and data formats for
encryption and digital signatures for S-10x products

 PRIMAR is developing S-100 based services
— Continue existing S-57/5-63 ENC services
— S-101 ENC distribution services
— Integrated dual-fuel S-57/S-101 ENC distribution services
— S-102 bathymetric data distribution services

 PRIMAR S-10X services will be protected and all
files will be digitally signed
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IHO S-100 Scheme Administrator ApplicatiogR‘;;" :

0.

AR

 PRIMAR S-101 project has developed IHO S-100 Scheme
Administrator application

— Verify Data Server Certificate Signing Requests (CSR)
— Create S-100 Data Server Digital Certificates
— Functionality to digitally sign IHO files

* Pre-requisite for anyone wishing to digitally

data files

‘e0 @

IHO SA Application (S-100 part 15)

File Scheme administrator Data server Signature Help

sign S-10X

= Data Servers

» [ IHO Data

» [ Robert2

» [ ECCRSA

» [ Testl

» [ Robert

v 8 ECC
Certifis
Certifi

[
[

Version: V3
Subject: EMAILADDRESS=info@ecc.no, CN=ECC, 0=ECC, L=Stavanger, C=NO
Signature Algorithm: SHA256withDSA, 0ID = 2.16.840.1.101.3.4.3.2

Key: Sun DSA Public Key

Parameters:DSA

p: €832f383 84a691cf f2c6ae52 383fad91l 75039229 fedd1863 1d9b58b6 1b
6237b54d 02598elf @b53121a 843a6719 559dd795 cb6d5cf@ 6flbfe94 9b810ef2
b0c2080c d5112a3e 9928e2el eSdaedf9 9084e428 3f599dd7 43ef94c4 1d938d36
28614960 82b2b67d 2fc25b72 8ba32b®3 da62349c 6b718f20 878e5417 aaela72f

q: 85cc@35c b4507f8c cf4fbfl5 47be2cdb 37db30d5

g: 26431384 2305be81 Sba7c447 33bc5693 5fde53f6 39edf@50 e2288d09 do
8d8c1212 alc43bd4 4539b3ea a285e0f9 8bflbbf5 8de3bfd8 604fdfd3 4627fb3b
03a0e309 0c8f7c4b 090c8fcd 8c15544c fb36c31la b2c9ee22 930d4e2f f4d28359
82b620d7 9e9548b7 544297b7 df6d397f a20cf4b6 8174986f 73f92c8f aabf3cba

y:
Sdfebcfa beeff@ed4 e763a7d8 640cc7fc ala%9e818 cb7923b4 400cddéa 95b72d7d
57bb8921 b8clcel5 74852e24 31a2ldea 0391028 ae475f99 6d4cacch 5261fac3
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PRIMAR S-100 Data Protection PRIMAR

bh.

« PRIMAR S-10X services will be protected and all
files will be digitally signed using S-100 part 15

* Internal testing

— Digital signatures S-101 and S-102 datasets
— Encryption S-101 and S-102 datasets

— Integrated dual-fuel S-57 and S-101 exchange sets
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=
Data Protection Sample Data PRIMAR’
v primardemo * (Demo)
VS vean « Testing S57, S101 and S102
IHO.CRT . .
> B INFO services; integrated and/or
B SERIAL.ENC
v i ENC_ROOT separated
README.TXT . .
v I S100.ROOT  Review of data structures in
B S101ed1.CAT
M $102.CAT S100 part 15
v S102
' v Nocl)\?o_TEST_OK * InCIUSIOn Of MD_ flleS In 8101
AN - File naming conventions
@ NO_TEST_OK.102
vmse  Use official IHO S-100 root
> 71 101NO004D1111 Cert|f|Cate
v 101NO002A4804
v 2
v 0

4% 101NO002A4804.000
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RIMAR

....<5100XC:S100_DatasetDiscoveryMetadata><S100XC:fileName>101NO002A4804.000</S100XC:fileName><S100XC:filePat
h>S$101/NO00/101NO002A4804/2/0/</S100XC:filePath><S100XC:dataProtection>True</S100XC:dataProtection><S100XC:d
igitalSignatureReference>dsa</S100XC:digitalSignatureReference><S100XC:digitalSignatureValue><dataServerCertificate>---

--BEGIN CERTIFICATE-----

MIIE/zCCBLygAwIBAgIFAIDJF8swCwYJYIZIAWUDBAMCMF4xDDAKBgNVBAMMAOQVD
QzEMMA0GA1UECwwDRUNDMQwwCgYDVQQKDANFQOMXEjAQBgNVBACMCVNOYXZhbmdl
CJERMA8GA1UECAWIUM9nYWxhbmQxCzAJBgNVBAYTAK5PMBAXDTESMDMyMjE1MDAZ
 OE1B5
7L3HEgNUFICBSUBMWxXjSH1budB6aRHAhCCIZuhnTAUOLHWX/KSsEFBMQbuGIYppk
LKYDgYUAA0GBAJGuU2gs8lwz1+MEWTrLI/tYCFSRKrAOUbMIN/2LwwCl4aHORERTyg
nx8zhYEb8rNu4qN11kAOiJhHe7RZtH5MYetrSIOaplstVXYQKNfyCWR9973)Zg3B
P2xoq+/cStAqQvGWTYfnzr2pU4VLGWgsXVj1DB1YpUZSDTJ4Xksc1vXVXMHgGA1Ud

IWRXMG+hYqRgMF4xDDAKBgNVBAMMAOVDQzEMMA0GA1UECWwWDRUNDMQwwCgYDVQQK
DANFQOMXEjAQBgNVBAcMCVNOYXZhbmdIcjERMASGA1TUECAWIUMOnYWxhbmQxCzAJ

BgNVBAYTAKSPggkAyzpT6dnxR9swCwYJYIZIAWUDBAMCAzAAMCOCFDab/4/TogEF

VsD5bmpMS5/55jNC3AhUArg)QIr6BpBclOLc7vdvsAdpkQ2A=

Signature definition in
S101ed1.CAT

</dataServerCertificate><digitalSignature>MCOCFG7U2pw4IF5JipEHRa3SqbHdyFtgAhUANXwWFi1TpAjJATEBIQ78rP+9TTh8=</

digitalSignature></S100XC:digitalSignatureValue>
Operated by the Norwegian Hydrographic Service FREEDOM TO CHOOSE



_ —

Permit Example PRIMAR

<?xml version="1.0" encoding="utf-8"?>

<permit><header><date>20190605
10:59:50</date><version>1.0.0</version><userpermit>B2BEC75A6831832259DB00A2B0OXXX
XXXXXXXXXXXXXXXXX</userpermit></header>

<products><product id="S-
101"><permit><filename>101N0O002A4804</filename><editionNumber>2</editionNumber
><expiry>20200101</expiry><encryptedKey>8858072D67473C576F65B3CCBDF44EBO</encr
yptedKey></permit><permit><filename>101NO004D1111</filename><editionNumber>4</e

ditionNumber><expiry>20200101</expiry><encryptedKey>6526CEE71528FODE7019CF10000
22A3E</encryptedKey></permit></product>

<product id="S-
102"><permit><filename>NO_TEST_OK</filename><editionNumber>1</editionNumber><ex
piry>20200101</expiry><encryptedKey>439EC251721D95F7051EA70F51484B70</encrypted
Key></permit></product></products></permit>
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Follow-up activities PRIMAR'

bh.

* |dentified S-100 part 15 document improvements/
clarifications

— Detailed example data required
 Make verified testdata freely available (S-101, S-
102++)

— Current plan is to publish PRIMAR testdata on
Github until alternative IHO source is available

— Testdata mandatory for software developers to
develop support for S-10x products

* Provide data protection input to S-100 part 15,
S-101 and S-102 working groups
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